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Abstract: Defence Science & Technology Group (DSTG) have proposed an integrated approach to analyse Defence
capabilities for strategic planning purposes, such as capability options assessment and force structure design. In pre-
vious studyﬂ we developed a Bayesian Reasoning Value Model (BRVM). It is a Bayesian network (BN) model to
establish a qualitative and quantitative representation of the interactions among the force structure components (De-
fence element, force package, operational effect and mission) and calculate standard values of uncertain capabilities
(such as mission success, operation/force effectiveness). We formulated a hybrid decision model where a multi-criteria
decision making (MCDM) framework was designed to combine the influence of multiple BN models built from differ-
ent scenarios/missions. We then used the hybrid decision model to evaluate and prioritise potential Defence capability
options.

In this study, we integrate BN, multi-objective evolutionary algorithms (MOEA) and multi-stage optimisation (MSO)
to present an interactive analysis tool for evaluating and optimising the operational impact of different capability/force
options using decision makers (DMs) preferences. MOEA manages the combinatorial nature of the number of con-
tributing capabilities/forces available and helps the DMs to avoid any arbitrary selection of sub-optimum options. Due
to the computational complexity of the nonlinear multi-objective function of our BRVM, it is difficult to search for
the optimal solutions with a single-run optimisation formulation. MSO method can help us to decompose a design
into stages with small numbers of objectives and constraints. The output of one stage is then used as an input for the
next stage, stimulating the involvement of stakeholders in a decision-making process and leading to widely supported
decisions.

To facilitate our integrated approach, a new feature ‘option design’ was implemented into our Bayesian Evaluation
Support Tool (BEST Its graphical user interface is designed to include a very large number of BN nodes and to fully
incorporate the selection flexibility (required constraints, limited objectives, etc.) into the optimisation procedure. Its
interactive analysis tool is a web based application ‘packaged’ with software allowing the required calculations and
optimal search to be completely automated and results to be captured in both tabular and graphical forms.

The proposed methodology provides modelling and data collection structures that assist in making explicit the force
structures, scenario parameters, and DMs’ preferences, as well as providing a tool for automating/documenting some
of the time-consuming evaluation and design processes.

Keywords: Bayesian network; BN; Pareto optimisation; multi-objective evolutionary algorithms; MOEA; multi-stage
optimisation; MSO; decision support tool

Thttps://www.mssanz.org.au/modsim2021/papers/M8/nguyen.pdf (accessed on September 29, 2025).

2BEST is jointly developed by DSTG and University of Melbourne (UoM) for creating BN model structures and capturing the required data to
generate model parameters. Various built-in analyses (what-if, sensitivity, optimisation design/strategy exploration, cause-effect tracing, etc.) are
available in our single web-based tool. Public version can be accessed through the UoM server https://best-staging.dst.eresearch.
unimelb.edu.au (accessed on September 29, 2025).
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1 INTRODUCTION

Defence Science & Technology Group have used various methodologies (e.g. Bayesian network (BN), multi-criteria
decision-making (MCDM), Monte-Carlo simulation with parallel computing, optimisation, etc.) to analyse De-
fence capabilities and concepts for supporting strategic planning, evaluation, and force design. By working with
Force Design Division, Vice Chief of the Defence Force Executive, we developed a Bayesian reasoning value
model (BRVM) [Nguyen et al.] and a tool for managing and analysing data collected from subject matter experts
(SMEs) (Nguyen et al.|2022).

Data collected from SMEs’ interviews and wargaming workshops have been used to create our BRVM structure, which
represents the interactions among the force structure components (Defence element, force package, operational effect
and mission) using BN modelling approach. BN defines these dependencies via conditional probability tables (CPTs)
which are called model parameters. We develop an extension of ACE (Application for Conditional probability Elic-
itation) method proposed in Hassall et al. 2019, Our elicitation method utilises the extra data captured on ‘best” and
‘worst’ scenario probabilities, then distributes the contributing effects into other cases, which is more intuitive and easy
to explain to SMEs (Nguyen and Coutts2022)). Our previous studyE] described a hybrid decision model where MCDM
framework was designed to combine the influence of multiple BN models built from different scenarios/missions. We
then used the hybrid decision model to evaluate and prioritise Defence capability options.

Recently, we collaborated with the University of Melbourne (UoM) and developed the Bayesian Evaluation Support
Tool (BESTﬂ for creating model structures and capturing the required data to generate model parameters. BEST
automates data collection by organising the data, facilitating data generation and distributing to multiple subject matter
experts (SMEs) via email to provide timely responses. Various built-in analyses (what-if, sensitivity, optimisation
design/strategy exploration, cause-effect tracing, etc.) are available in our single web-based application.

In this study, we integrate BN, multi-objective evolutionary algorithms (MOEA) and multi-stage optimisation (MSO)
to present an interactive analysis tool for evaluating and optimising the operational impact of different capability/force
options using decision makers (DMs) preferences. MOEA manages the combinatorial nature of the number of con-
tributing capabilities/forces available and helps the DMs to avoid any arbitrary selection of sub-optimum options. Due
to the interactions among the force structure components and the complexity of our BRVM, it is not easy to define
an aspirational goal and hence the multiple objectives at once. MSO method can help us to decompose a design into
stages with small numbers of objectives and constraints. The output of one stage is then used as an input for the next
stage. It will stimulate the involvement of stakeholders in a decision-making process and lead to widely supported
decisions.We explain the methodology using an illustrative and unofficial BRVM.

In order to facilitate our integrated approach, we implemented a new feature ‘option design’ into BEST. Its graphical
user interface is designed to include a very large number of BN nodes and to fully incorporate the selection flexi-
bility (required constraints, limited objectives, etc.) into the optimisation procedure. Its interactive analysis tool is
packaged with SMILE library (Structural Modelling, Inference, and Learning Engine) (Druzdzel [{1999) and MOEA
framework (Hadka|2014)) and run in a back-end server. It thus allows the required calculations and optimal search to
be completely automated and results to be captured in both tabular and graphical forms which are then presented to
the front-end users.

The proposed approach using BRVM with multi-objective and multi-stage optimisation is a continuation of our study
on the BN modelling (Nguyen and Cao|2017,2019; Nguyen et al. 2021; Zuparic et al. 2022) and the development of
its accompanied decision support tool (Nguyen 2020; Nguyen et al.[2022). The approach presented here represents a
much larger-scale problem with few hundred BN nodes and links and many objectives involving multiple DMs, each
with a different set of priorities.

2 DEFENCE CAPABILITY/FORCE OPTIONS — DECISION PROBLEM

The purpose of an evaluation framework is to explore/design capability options at the desired levels of operational
effectiveness to accomplish the required mission. The measurement of each capability option is determined by force
structure/allocation that provides operational effects for achieving various conditions and leading to required mission
success. It is therefore desirable to develop a model to support upcoming decisions for assessing force structure options
using DMs’ preferences that optimise operational requirements.

def

Let DC={DC, |l = 1,...,L}, OEZ{OE, | p = 1,...,P), and FP={FP, | ¢ = 1,..., 0} be the set of decisive con-
ditions (DCs), operational effects (OEs) and force packages (FPs), respectively. FP represents a grouping of related

3https://www.mssanz.org.au/modsim2021/papers/M8/nguyen.pdf (accessed on September 29, 2025).
4Public version can be accessed through the UoM server https://best-staging.dst.eresearch.unimelb.edu.au (contact authors for
login details).
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lower level capabilities (known as Defence elements, e.g. air combat FP brings together Classic F/A-18, Super Hornet
F/A-18F, Growler E/A-18G, Hawk aircraft and combat control team). Each capability is assigned a level of operational
readiness and depends on the availability of trained personnel, the availability of major platforms, combat systems and
supplies, and the standard of collective training (Gaidow et al. 2006). A process for converting armed force resources
into fighting power is called OEs (Millett et al. [1986). These OEs will contribute and establish the required DCSE]
that allows commanders to gain a marked advantage over an opponent or contribute materially to achieve mission ob-
jectives (e.g. secure environment maintained, interim governance provided, key infrastructure restored, etc.) (NATO
2010). The dependencies among model components are summarised in Figure I}

Our decision problem is to find force structures DC Accomplishment
that maximise all operational requirements. Let U;;
be the utility function of DC; accomplishment or OEs
OE; achievement or FP; effectiveness when capabil- C OE Achievement )
ity/force option j is selected (i.e. fully funded). Note Decisive
that capability option is an investment portfolio on | Condition Task 1 Task2 .. Taskn
multiple FPs. The mathematical optimisation is writ-
ten as follows: . FPs
4 FP Effectiveness Y
Maximise Uy, Q)
Vie[l,...,N], N = max{L, P, Q}; Availability Performance
Vjell,..,M]. ) .
Capacity Sustainment
3 DEFINING OBJECTIVE FUNCTIONS — BRVM )
In order to define and evaluate a capability/force op- Capability Options
tion utility value function, U;;, we first build a BN Figure 1. Dependencies between model components

for the force structure (FP — OE — DC) model (hence
named BRVM). Uj; is then obtained by inferring from this BN.

The BN is a graphical model for conceptualising and quantifying uncertainty about the causal relationships between
variables and consists of

» alist of nodes representing random variables X = (X1, X5, ..., X}
» a list of directed links expressing causal probabilistic relationships between the variables

» conditional probability tables (CPTs) {P(X;|I1;) } detailing the strength of causal relationship between the nodes,
where I1; € X \ {X;} is the parent node set of X;.

Using Bayes’ theorem, we calculate the joint probability distribution in the BN by the multiplication of the conditional
probabilities of all the nodes (Pearl |1988)).

k
PX1. Xo, . Xp) = [ | (XML, )
i=1

We establish the BN model through three steps: (1) build the network structure — set up the network nodes and links; (2)
determine the network parameters — populate the CPTs; and (3) carry out probability propagation — network inference,
i.e. calculating the probability of each node given evidences.

Using BESTﬂ we can both build the BRVM and visualise it directly BEST supports SMILE (Druzdzel |1999)) special
node type ‘submodel’ for modularity in large and complex networks. The built network can be also exported to file
and displayed in other BN packages/tools, e.g. GeNI All FP and OE nodes in the typical FP-OE-DC networkﬁ
shown in Figure 2]are ‘submodel’ types:

» FP sub-model produces probability to effectively achieve its assigned roles under various threats.

» OE sub-model produces probability to successfully conduct relevant operational tasks and create superior effects
that contribute to achieving DC objectives.

5DCs represent key phases or sections of a higher level mission and as such have their own set of objectives and requirements for specific OEs.
For capturing the required data to generate model parameters, BEST automates data collection by organising the data and allocate subsections of
the model to match participants’ expertise, facilitating data generation and distributing to multiple SMEs via email to provide timely responses. It
is critical for eliciting data from different SMEs in large, complex and multi-domain Defence problems.
"http://support.bayesfusion.com/docs/|(accessed on September 29, 2025).

8The BN evaluation framework presented here do not represent an agreed or endorsed position by Defence.
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Figure 2. An illustrative example for modelling the force structure (FP-OE-DC) using BN

The capability/force option value functions are then defined by the expected utility functions (von Neumann and
Morgenstern |1953)

S,
Uy= Y phUk. Yie[l,...N]; ¥j € [1,....M] 3)
k=1

where
> {pg- | 22:1 pg- = 1}: posterior probability distribution for BN node i for Option j
| 4 U{‘j: utility value of Node i for Option j in State k, k € [1,...,S;]
» S;: number of states/outcomes for the BN node i

In the next section, we will compare the capability/force options and search for optimum ones across multiple possible
changes under various scenarios and constraints.

4 BEST ‘OPTION DESIGN’ — FORCE DESIGN wWiITH MOEA & MSO

We develop interactive features in our analysis tool, BEST, which allows end-users to easily perform inferences over
the BN as well as visualisation and comparison of results. The tool organises the nodes based on the cause-and-effect
relationships, i.e., BN nodes are classified into criteria or options. This makes the user-interaction more intuitive and
user-friendly. Let us now consider a top-down analysis where a strategy is given (e.g., a confidence for at least 70%
success in a required mission), and the analysis tool will then suggest various options including where the effectiveness
level of FPs has to be lifted up to achieve it.

In our illustrative example, we only allow more investment into
the FPs such that its effectiveness is increased by & amount where
S5 € {20%, 40%, 60%, 80%, 100%} (FP disinvestment can be mod-

Pareto (non-dominated )
/ Solutions

P L 4
elled by allowing & takes negative valuesﬂ). With the large number o o
of FPs, the problem with evaluating all force options and using brute- « ¢
force search algorithms is that its computational complexities grow o o

exponentially (e.g. we need 520 = 95 trillion evaluations for 20 FPs

and the actual size of our problem is in order of a few hundred FPs).
Dominated Solutions ¢

Objective 2 — higher is better

To overcome this problem, we have turned to multi-objective opti-
misation using evolutionary algorithms (Qu et al. 2018} Zhou et al.
2011), which has become a popular and useful field of research and Objective 1 - higher is better
application in the last two decades.

Figure 3. Pareto optimality

9Search direction in BEST allows users to select any one from three options: negative, both, or positive.
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4.1 Multi-objective optimisation

Multi-objective optimisation attempts to solve this problem by using the concept of Pareto optimality to find non
dominated solutions. A solution is said to be non-dominated when there is no other solution in the space which is
better with regards to all decision variables. The set of non-dominated solutions, or Pareto front, makes up a hyper-
surface along which improvement in one objective requires a sacrifice in another (Figure[3)). Once this front has been
found, the DM can use it to explore the relationship between the objectives so that intelligent decisions can be made.

Initialisation .
. Selection
of population

Reproduction

In the force option problem, the multi-objective op-
timisation is written as follows

Convergence

test Maximise Uj;

k
No subjectto  p(X{,X5,...,X;) = HP(XHH,-)’
i=1

u;— € < UijSui’ andC}Sc,
Figure 4. Evolutionary algorithms (EA) framework Viel[l,...,N]; Vje[l,...,M]

where U;; is the utility/value function of BRVM observed (objective) nodes i for force option j to be maximised [see
Equation (3)]; C; is the total number of BRVM decision (variable) nodes to be changed under Option j, and the
feasible/search region is defined by the BN model, BRVM [Equation (2)], with a limited effectivenes@in [u; —€,u;]
and a restricted number of changes c (if required).

4.2 MOEA using non-dominated sorting genetic algorithm (NSGA)

The aim of MOEA is to find multiple non-dominated points as close to the Pareto-optimal front as possible, with a
wide trade-off among objectives. It is heuristic based, so may not be guaranteed in finding Pareto-optimal points, but
it has essential operators to constantly improve the evolving non-dominated points similar to the way most natural and
artificial evolving systems continuously improve their solutions.

Figure[d]is the outline of a simple EA that begins with an initialisation process, where the initial search population is
generated. It next enters a loop of selecting parent individuals from the search population, applying a recombination
operator (such as crossover and mutation in genetic algorithms) to generate offspring, and finally updating the search
population with these offspring using a replacement strategy. This loop is repeated until some termination condition
are met, usually after a fixed number of objective function evaluations (NFE). Upon termination, the EA reports the
set of optimal solutions discovered during search.

The NSGA-II (Deb et al. 2002) and NSGA-III (Deb and Jain [2014)) are the most popularly used MOEA frameworks
as it has the following features:

» It uses an elitist principle whereby the population is classified into different non-domination classes and its
priority is carried to the next generation in order of their classes

» NSGA-II uses an explicit diversity preserving mechanism using crowding distance which is related to the density
of solutions around each solution — The less dense are preferred. NSGA-III introduces improvements in diversity
preservation and efficiency by supplying and adaptively updating a number of well-spread reference points,
allowing for a more accurate approximation of the Pareto front.

» It emphasises the non-dominated solutions.

A MOEA framework (Hadka|2014) with the NSGA-III option using the default values setting and the termination con-
dition of running for 50,000 NFEs or ‘no improvement’ after 10 consecutive generations (by comparing the Euclidean
distance between any two solutions) has been deployed in the tool for finding the ‘best’ force options.

4.3 Interactive force design with MSO and numerical experiments

MOEA manages the combinatorial nature of the number of contributing capabilities/forces available and helps the
DMs to avoid any arbitrary selection of sub-optimum options. Due to the interactions among the force structure
components and the complexity of our BRVM, it is not easy to define an aspirational goal and hence the multiple
objectives at once. MSO method can help us to decompose a design into stages with small numbers of objectives
and constraints. The output of one stage is then used as an input for the next stage. It will stimulate the involvement

def
10By default, ¢ = 5%u; in BEST
' Three termination conditions: a maximum number of objective function evaluations , a searching time limit, and a maximum number of unchanged
solutions (‘no improvement’) can be set from *Configure’ menu in BEST .
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of stakeholders in a decision-making process and lead to widely supported decisions. This iterative and interactive
design is an exploration effort to investigate and understand possible strategies/options before making decisions. At
each stage, relevant stakeholder preferences and objectives can be captured, revised and combined with the output of
the previous stage.

A graphical user interface is designed to include a very large number of capability/force options and to fully incorporate
the selection flexibility (required constraints, limited objectives, etc.) into the optimisation procedure. This allows us
to define the population members currently being evaluated (restricted by pre-selecting some of its options, if wanted)

and also manage the number of objectives to be optimised. Constraints on various results can also be introduced.

Optimising effectiveness:  a typi-
cal force option design can be con-

Observed node

Constraint

option 1

option 2

option 3

ducted in various searches. For exam- oel
pld™?} we consider the BRVM with its 0610
b'aseline? or current force assesgpen@ -
(i.e. without any extra capability in-

vestment) of 'dcs' at 55%, 'oel' at oe4
15 ont0 a 35 0e3 ! 53

84

and 'oe4' at 60%. We may want No. of changes 86 86

to know which capability options we . o~ ] ]

can achieve the best effectiveness for Figure 5. ‘Optimal’ effectiveness achieved

all above components (modelled as BN

nodes). BEST ‘option design’ anal- Observed node Constraint  option1 option 2

ysis (solving problem in Section [A.1] oel 83.4730 833672

with MOEA framework) will produce 0010 70

a table of three ‘optimal’ candidate op- 0e3 —— 97 3985

tiOI’lS, captured in Figureﬂ For brevity,

the level of FPs (option detail shown in oe4 Sresos SEI000

BEST) is not included here as there are oe5 88.7705 88.7705

more than 80 FPs to be invested. dcs 90.2920 90.2643
Lo . . No. of changes 86 86

Limiting effectiveness and extra requirement:

As an illustration, we determine 'oe5"' (currently
at 52%) also needs to be optimum and we also want
to search options that give us a reasonable accomplishment for '0el1@' (e.g. around 70% which is much improved
from its baseline at 33%). Figure|[f]is the result of this illustrative design.

Figure 6. ‘Optimal’ effectiveness with constraints

Observed node Constraint  option1 option 2 option 3 option 4 option 5 option 6
No. of changes 20 20 20 20 20 20

Figure 7. ‘Optimal’ effectiveness with limited changes

Limiting changes: Most of the force options in the above designs require many FPs to be at the high level (i.e. 50%
increased in its operational effectiveness) and we may not be able to afford to fully fund them all. We, therefore, try
to search options with a limited changes. Figureljlis the result of force options allowed using up to 20 FP5E| with a
limited 'dcs' effectiveness around 85%.

12Model parameters in BRVM presented here are fictitious and used for illustrative purposes only.

13Conducting a *What-If” analysis in BEST with the current force structure will give us the baseline results.

14Note that the maturity of technologies may prevent FPs from achieving a higher level of its effectiveness in reality. One should deselect these
FPs from the decision variable list (i.e. the level of these FPs are unchanged and kept at the current baseline option) and conduct again the process.
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5 CoONCLUSION

This paper illustrates an integration of BN and MOEA with MSO developed for evaluating the operational impact
of different capability/force structures and selecting the ‘best’ option under various scenarios and constraints. The
proposed methodology provides modelling and data collection structures that assist in making explicit the force struc-
tures, scenario parameters, and DMs’ preferences, as well as providing a tool for automating/documenting some of the
time-consuming evaluation and design processes.
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