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several regional sites. By contrast, CF5 events minimally impact defence activities, and include such events
as road works requiring alternative site access. These CF5 events were generally not reported by the SMEs in
this survey. Some events, such as a severe tropical cyclone, were recorded by multiple SMEs across several
sites as CF1. These entries were treated as a set of data points for a significant CF1 regional event but their
impact was still reported at each site.

The SMEs provided examples of many natural and accidental events (Table 1). For example significant
numbers of ADF members arriving for exercises and the impact, with the influx of rental vehicles, this had
with the local food (e.g. ADF acquiring all local stores of

bread and milk) and fuel with local providers stocks off base SME Survey Results: Identified Events

also impacted. This example even stressed the waste water by Site

arrangements on base. This impact on the local community

and ADF members in the exercise was not recorded in the| 30 CF5
exercise report, but rather reported against the base

management plan. The local system resilience both on and off 20 CF4
base was stressed by the exercise. Indeed even the Exercise 0 4+ — = CF3
objectives were limited due to the limits of CI. This shows . . l F2
the relationship between the surrounding infrastructure and| 0 -

defence activities. In addition it illustrates the internal Site ASite BSite CSite DSite E =~ MCF1

disconnects in planning for exercises and in base plans, with

their different reporting chains.
Figure 3. Number of Events described by Site
from SMEs.

ADF members, like the rest of the community, need to transit from their homes to their work place. By

combining the population data from the ABS with the Defence data, likely transit information showed some

of the difficulties encountered during events, like a flood. This relates to defence resilience, as without

defence personnel, Defence tasks are unable to be achieved. In Figure 4 both the journey to work for Defence

employees and number of employees transiting from each of these suburbs is shown. Many defence
employees travel to
Lavarack Barracks and
RAAF Base Townsville
from outer suburbs with
newer housing stock
such as Kirwan,
Burdell, Douglas, Bohle
Plains and Kelso. The
distance between
housing and work is a
consideration; however
the propensity of the
area and road network
to flood is a
consideration which
with impacts on
Defences  ability to
undertake tasks.

Figure 4. “Defence Industry” workers journey to
work: Lavarack Barracks.

4. DISCUSSION

The work focused on identifying the different types of CI disruptions or events that potentially impact on

Defence resilience. Several such points/areas of vulnerability were found. A set of themes emerged from the

analysis:

e Strategic Shocks are the risks which are low probability high impact events — e.g. Cyclone Tracey

e Divergent views are often produced from a bi-polar funding model, where different elements of the
system have competing or non-complementary aims.

e Chronic Stressors were identified when over time the same minor/small - ‘niggle’ impacted successful
completion of the task i.e. the implications on ADF training and readiness when the grass is not mown at
a live fire range. Chronic stressors are typified as perpetually under resourced areas which appear to be
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invisible to the organisational reporting chains.

e Graceful degradation describes the situation or set of risks where the capability is planned to be
replaced and is planned to gradually run down on the assumption that it will be shortly replaced and
maintenance efforts are not keeping pace with degradation and aging of the capability, across a spectrum
of infrastructure from defence equipment to site specific physical infrastructure.

Defence has a well-established risk management culture. Defence sites have required reporting on risks and
risk mitigation plans. However risks can be especially difficult to measure in situations where local or site
specific considerations are divergent from organisational directives. The organisational principle may be
sound, however difficult to implement due to for example environmental considerations. These situations can
create disconnects in reporting chains and local or temporary work-arounds (which over time become the
local practice). No guarantee exists that everyone perceives the same risk the same way. Identification of an
event by SME represented a qualitative perception which needed to be verified with our independent
quantitative data. Any particular SME tended to report the most significant events encountered by that
individual, such as severe tropical cyclones. By taking the broadest set of evidence available to the team, the
themes identified represent the dynamics, patterns and cycles of the CI at the defence sites. The resultant
case studies provided insights into how the events reported by the SME could impact on defence objectives.

The case studies used examples from fixed, shared and deployable CI. These three loose groupings where
used to describe both the amount of control Defence has on an element of CI and the nature of the CI:

¢ Fixed CI examples include buildings, bridges and pipelines that remain in situ on base.

e Shared CI examples include transport chains, health care and communication channels used by both
defence and the community. These are often operated by commercial entities.

e Deployable CI are the assets Defence uses whilst away from the usual home site, examples include
mobile generators.

One of these case studies looked at the supply of energy to deployed forces. The transportation of liquid fuel

to areas of conflict both in dollars and lives is very high (Hale 2013, Hickman 2008). The fuel logistics value

chain currently has little opportunity for resilient approaches (Energy White Paper 2015, Klare 2001). The

example considered here is the transportation diesel fuel to a deployed base. However technology options

like photovoltaics could be explored to generate power at the site, reducing the liquid required and associated

transportation costs. As one of many examples over the period of five years diesel —electric would use 250

Kg per MWh compared to 1Kg per MWh for a PV panel (Skryabin 2015). This and other options could be

further investigated, if only to provide alternatives to diversify the set of power sources available to the

deployed force.

Resilience is often a descriptor of the system (Meadows 2008, Mingers and Rosenhead 2004) and viewed as
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Figure 5. Northern Territory (Geoscience Australia

http://www.ga.gov.au/news-events/news/latest-news/tennant-

creek-shakes-again)

disruptive event. Alternative options and adaptations to
business practices can be identified at the site with locally
specific work practices and work-arounds. These work-a-
rounds often exist to resolve irregular problems, but a) it’s
important to understand what might break those local
solutions, and b) it’s important for Defence as a whole to
understand the stressors it is managing and when those
stressors might cause ‘breakage’ (or breakdown of
resilience).

During the workshops and site visits the SMEs were
encouraged to identify where local conditions and
subsequently the locally specific work practices existed.
Often these local practices are documented in various
lessons learnt or site specific documents (e.g. NT
Government Reports 2015). The data from BOM and the
known changes as a result of tropical storms validate this
perspective. Showing that the local arrangements were
based upon local knowledge and managing their local
environmental consideration. Linking this BOM data with
the SME survey data showed the impacts on these ADF sites
(Figure 3). This allowed for some of the Defence CI
vulnerabilities to be identified and communicated to senior
decision makers. Of wider interest is that these local
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arrangements did mask risks and made these unknown within the wider Defence organisation.

Natural influences were included in this study and were identified in the threats table (Table 1). These types
of threat, from natural environmental conditions, like earthquakes, are not typically included in defence
capability planning and no evidence was found identifying their inclusion in war games or lessons learnt
databases. One of our areas of interest was the broader Darwin and Northern Territory region (Figure 5). This
region has many defence sites and received many supplies from the southern states delivered along the Stuart
Highway. This Highway passes through Tenant Creek (Figure 5). Tennant Creek is the only known
Australian site to record earthquakes with higher than 6 magnitude, three of these occurred on 22 January
1988 within a few hours. Geoscience Australia identified two fault scarps about 35km long and 8 km apart
striking approximately east-southeast in the epicentral area with up to two metres vertical displacement,
causing structural damage (buildings / roads / rail) within the region and severe warping of a major natural
gas pipeline. Foreshocks started a year before the three large earthquakes, and thousands of aftershocks
continued for a number of years, with the most recent significant (>3 magnitude) tremor in 2013.

CI elements of energy (natural gas pipeline) and transport (rail / road) transect this geological zone known to
suffer reoccurring significant seismic events. The Defence sites (Figure 5) are to some extent reliant on the
Stuart Highway for transport and resupply logistics. There are documented impacts/disruptions and
modification of defence activities due to disruption from these seismic events. These simple local issues are
part of the reality at Defence sites. They can be chronic stressors, or form part of the set of impediments to a
smoothly run operation. These local issues become chronic stressors, if they are never fully recognised,
resolved, or prioritised, and they continue to erode the system efficiency. Examples can be found in almost
every aspect of Defence CI. They introduce risks unknown to senior managers, particularly when the
command chain is in a different location. These local issues can be opaque in the reporting systems as they
are rarely recorded or have assessments undertaken. Collectively the chronic stressors can form a set of
undocumented cascading risks.

The term graceful degradation was used to describe the set of risks where a Defence capability is planned to
be replaced. However, Defence acquisition is measured in decades and delays are well documented. New
capabilities do not always have the funding to replace an entire set of defence sites, the ‘home base’ is
usually funded, and alternative sites are supported to lesser extents. So ‘graceful’ isn’t really graceful, but
rather an identification that the maintenance efforts are not keeping pace with the degradation and aging
platforms - these are impending capability gaps, i.e., looming or latent vulnerabilities.

The case studies show some of the interdependencies and fragilities found within the Defence CI system and
those additional fragilities lie in Defence’s reliance on CI systems Defence doesn’t own or maintain the “over
the fence” components of the CI. Most of the case studies do not align into a single category of the CIPMA
CI framework. Similarly the case studies did not fit within a single organisational management or command
line within the ADO. The areas of interest for this work spanned lessons learnt from decades of exercises,
site experience, changes to political direction and even changing climatic events. The boundaries for these
case studies can fall beyond defence sites (Figure 6). For example, at some sites CI such as a bridge or access
road were maintained by the local or state government. Their priorities are by necessity very different from
those of Defence. Dual use or shared infrastructure with commercial entities, such as wharf authorities,
introduces another set of complexities within the site. So while the relationship between Defence and
external entities is often very positive, it needs to be noted that these relationships do fall within a contractual
and potentially adversarial framework for reasons which may be entirely outside of Defence control.

5. CONCLUSION

Resilience is the ability of a system to recover or continue after an event; as such resilience and risk are often
coupled together. CI disruptions are a risk which impact on Defence resilience. Understanding the activities
defence undertakes and the internal and external events that can impact those activities provides a useful
foundation to discuss the resilience of a region of interest or particular defence site.

This project was not designed to provide a comprehensive or systematic view of all CI vulnerabilities to
Defence. What was possible was to provide Defence decision makers with case studies from across the sites
of interest identifying the impact of past events on defence business. Defence must address the resilience of
its sites and the systems that connect Defence to the community at those sites, if it is to continue to operate
effectively in a changing world. Defence sites and Defence CI are part of a wider complex system of CI
across Australia.

The case studies show the impact of CI on Defence business and operations. The continuity of Defence
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operations has been impacted by issues within the local infrastructure. Power outages are a simple, well
documented example. Defence has developed various local work-arounds to ensure continuity of service
during times of local power outages and the local arrangements reflect the frequency and severity of these
occurrences. Sometimes these local outages are so frequent as to require the local work-arounds to be very
well practiced it is worth investigating alternative options like solar power generation in these situations.

The study extracted data from many Defence inputs and external data sources. Combined together, this
dataset was used to cross reference and provide traceable evidence to support the SME views collected at
workshops and via surveys. This allowed SMEs to provide the actual impact that events had on Defence
activities, and for those impacts to be categorised into themes, case studies and exemplars moving their views
from hearsay to actionable evidence.

Within Defence, funding lines mirror command lines. So while this activity showed that Defence logistics,
Estate and Preparedness all have separate funding and reporting lines, this was an expected outcome. As CI
does not neatly fit within any given organisational or management area of Defence but still needs to be
managed as part of the capability system, the impacts CI can have on Defence business appear to fall
between these organisational disconnects.

This work was conducted to inform Defence senior decision makers on the impact if any CI on Defence
business. By identifying a set of thematic groupings which highlighted the CI issues encountered by Defence
sites and their impact on resilience of the site, the work demonstrated the impact of CI on Defence capability,
and highlighted the importance of a resilient infrastructure.
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